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Introduction
As organizations strategically move to a hybrid environment composed of on-premises
infrastructure and multiple cloud providers and services, the IT ecosystem has become
increasingly complex to understand and protect. The traditional corporate perimeter has
practically disappeared as data and users are on the move in a digital ecosystem that is
global, elastic, dynamic and mobile. No longer contained within a single secure location,
data, applications, devices and users are at increased risk of breach, exposure, attacks and
unauthorized access.
Just over a decade ago, most organizations could adequately be protected with just a few
security controls in place. IT staff with minimal security expertise could deploy and manage
firewalls, antivirus, email filtering and simple authentication measures and provide reasonable
protection to the organization’s centrally located users and digital assets. To say things have
changed would be an understatement.
Digital transformation initiatives are pushing many organizations into unfamiliar territory
that they are not equipped to protect. Nearly every organization is providing some form
of network access for partners, suppliers, remote employees, support, cloud services and
customers exponentially increasing the organization’s exposure to threats. Data security
and privacy efforts are becoming more difficult in an environment that encompasses both
IT and operational technology (OT). And, the continuous cycle of software delivery and
updates created by DevOps initiatives makes it difficult to analyze code before it is placed
into production. Additionally, the adoption of emerging technologies such as robotic process
automation, IoT, AI and ML, serverless computing, blockchain, and microservices is outpacing
the ability of IT and security teams to adapt and provide the security and controls required to
protect the organization.
451 Research recently conducted a custom survey targeting 400 companies, ranging
from 250 to over 1,000 employees, to gain a better understanding of the current state of
cybersecurity within these organizations. We asked IT decision makers such as CIOs, CTOs,
CISOs and the IT managers and directors of these organizations about the current state of
cybersecurity in their organizations, the security initiatives they have planned, the challenges
they face, and, most importantly, how they are accommodating emerging technologies and
digital transformation initiatives.
This paper examines the advancements organizations have made in improving their
cybersecurity posture, their ongoing challenges to protect and secure the company’s digital
assets and the path many are taking to better position their organizations to contend with a
dynamic and expanding cyber threat landscape.
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Key Findings
• 97 percent believe their high-value, sensitive information is well-protected even though over
56 percent of respondents indicated their organizations had experienced a significant security
incident, cyberattack, or data breach in the past 12 months.
• More than 40 percent of respondents indicated that the lack of adequate detection
capabilities, cloud security controls, endpoint security controls and expertise impacted their
ability to minimize recent attacks. Almost a third pointed to poor risk management programs
that failed to identify risks, outdated or inadequate security tools and an overwhelming volume
of alerts and security events.
• 87 percent of organizations are increasing security budgets by an average of 22 percent for the
coming year.
• Only 13 percent of all respondents believe they do not have enough information security
personnel on staff to support their organization. However, most organizations (78 percent)
believe their security teams are lacking the expertise and skills needed in several key areas.
• 81 percent of organizations are looking to add specialized security experts to their teams
seeking skills and expertise in threat hunting, security operations, cloud security expertise and
automation and orchestration.
• 57 percent of organizations are moving toward a hybrid IT environment that leverages both
on-premises systems and off-premises cloud/hosted resources in an integrated fashion. 19
percent of organizations are strategically moving to a completely off-premises, public cloud
environment composed of a combination of IaaS, PaaS and SaaS.
• 78 percent of organizations report they already have a broad implementation of production
workloads in the cloud, and 72 percent are storing sensitive or regulated data in the public
cloud.
• 61 percent of respondents said they are already executing formal digital transformation
strategies.
• Enabling digital transformation is the top IT spending priority over the next 3-5 years as
organizations look to gain efficiencies, improve agility, flexibility, and scalability, and enhance
the customer experience.
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Organizational cybersecurity: improvements,
overconfidence and contradictions
For many years, organizations of all sizes and industries have been losing ground in the battle to
secure their digital assets and infrastructure. But, there are signs that, even though the security
gap is continuing to increase, it is growing at a slower rate as organizations are making significant
strides in improving their cybersecurity posture.
These improvements have largely been the result of a growing sense of urgency regarding
cybersecurity fueled by new industry and federal regulations, customer demands, partner
mandates and board expectations. Most businesses have experienced the consequences of
cybercrime: operational disruption, reputational damage, financial losses, regulatory penalties
and brand damage. With cybersecurity issues on the rise, organizations are looking to improve
their security posture and stay ahead of potentially devastating threats and significantly reduce
the ongoing risks they face from cyberattacks.

An improving foundation
Security budgets are a key component of this progress. Just a few years ago, most organizations
lacked a dedicated security budget. Security, at most, was just a line item in the overall IT budget,
meaning security was fighting for the same dollars that were funding digital transformation
initiatives, cloud migrations and maintaining legacy infrastructure. Far too often budget dollars
were siphoned away to fund other initiatives leaving security poorly funded.
Now, security is top-of-mind for many organizations. Not only do most organizations have
dedicated security budgets, but – according to 451 Research’s Voice of the Enterprise
Information Security Budgets and Outlook 2019 survey – 87 percent of organizations are
also increasing security budgets by an average of 22 percent for the coming year. Despite this
increase, a lack of budget is still a top pain point for many organizations as spending is spread
across a variety of tools and process categories, all capturing a fairly significant portion of
security budgets.
Security budgets tend to fall into three or four main categories of spend. Personnel costs
account for over one-third of security spend and continues to take a larger portion of security
budgets each year. Software and hardware security tools account for 43 percent of security
budgets, but this category of spend is slowly declining as spend shifts toward managed services
and personnel costs. Managed services and other operational costs make up the remaining 23
percent of security spending.
Security budget increases tend to follow technology adoption fairly closely (Figure 1).
Organizations that categorize themselves as early adopters are increasing their security spend
at a significantly higher percentage than more conservative or characteristically late technology
adopters. This dispels any notion that investment in modern IT architectures lowers the required
amount of security investment. If anything, additional complexity is raising the rate at which
security budgets are growing.
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Figure 1: Budget increases follow technology adoption
Source: 451 Research, Voice of the Enterprise: Information Security, Budgets and Outlook 2019
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Staffing: Old problem, new impact
Organizations are also investing in dedicated security personnel, another key factor in
improving the organization’s cybersecurity posture. Just a couple of years ago dedicated
security teams were not a common occurrence. According to a 451 Research’s Voice of the
Enterprise: IT Security, Organizational Dynamics 2017 survey, 30 percent of SMEs had no fulltime employees dedicated to information security tasks. For these organizations, responsibility
for security was typically spread throughout the IT team that often lacked the expertise and
time required to properly secure and protect the organization’s digital assets, especially in the
face of digital transformation initiatives and the move to the cloud. But, organizations have
made substantial progress.
Seventy percent of companies with 250-499 employees and 64 percent of companies with
500 to 999 employees report having between 6 and 20 employees dedicated to information
security. Eighteen percent of security teams at companies with 250-499 employees have over
20 employees dedicated to security, while 32 percent of companies with 500-999 employees
have over 20 dedicated security professionals on staff. The trend continues with larger
enterprises (those with over 1,000 employees) with over 54 percent reporting to have more
than 20 dedicated security professionals on their security teams.
Maybe more importantly than the growing number of security professionals on staff, no
organization reported having zero employees dedicated to information security. In fact, only
4 percent of organizations reported having less than five dedicated security professionals on
their security teams (Figure 2).
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Figure 2: Dedicated security professionals on staff
Source: 451 Research/eSentire Macro-security Survey 2019
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Only 13 percent of all respondents believe they do not have enough information security
personnel on staff to support their organization. Eighty-nine percent of these organizations
believe they need to add six or more security professionals to their teams to meet increasing
demands. Over 45 percent said they need to add at least 20 dedicated personnel to their teams.
...81 percent of
organizations are
now looking to
add specialized
security experts
to their teams.

Traditionally, organizations have looked to add security generalists to their teams to help with
a wide variety of security tasks. However, 81 percent of organizations are now looking to add
specialized security experts to their teams. Organizations are distinctively seeking securityoperations-center-based skills and expertise that span across threat detection and hunting,
analysis, cloud security expertise and automation and orchestration capabilities.
Organizations have also deployed a broad range of security tools to protect and secure
the enterprise (Figure 3). This is a significant improvement over recent years when most
organizations were behind in implementing advanced security technologies designed to
protect the organization in an increasingly hybrid and multi-cloud infrastructure. Cloud
infrastructure security, threat detection and response, and identity and access management
are key components to protecting an increasingly diverse IT ecosystem from an onslaught of
sophisticated and malicious attacks.
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Figure 3: Security technologies broadly deployed
Source: 451 Research/eSentire Macro-security Survey 2019

47%

Security automation and orchestration
Cloud infrastructure or workload security
Threat detection and desponse
User behavior analytics (UBA)

32%

37%

39%

38%

36%

37%

37%

41%

Security information and event management (SIEM)

32%

Security Operations Center (SOC)

35%

37%

Data leakage/loss prevention

35%

37%

Endpoint Detection and Response (EDR)

37%

35%

Vulnerability management/assessment

38%

34%

Threat intelligence

39%

33%

35%

Identity and access management (IAM)

31%

36%

Multi-factor authentication

0%

38%

31%

Anti-DDoS

Micro-segmentation

35%

32%

26%
10%

20%

30%

40%

50%

60%

70%

80%

Currently using – deployed as an on-premise solution
Currently using – deployed as-a-service or from a service provider (SaaS, MSSP, MSP, SECaaS, etc.)

Overall, survey respondents believe they have made significant strides in improving their
cybersecurity posture and exhibit a new level of confidence in their overall capabilities:
• 97 percent believe their high-value, sensitive information is well-protected.
• 92 percent believe the organization is spending appropriately on security priorities.
• 92 percent believe their organization has the tools and expertise to protect an increasingly
diverse and disparate infrastructure.
• 91 percent believe their cybersecurity program compares well with that of their peers.
This confidence boost is a dramatic increase in a short time frame and warrants closer scrutiny.
SMEs are reporting higher levels of confidence compared to that of their larger peers that often
have more resources, staff, tools and specialized expertise. This high level of confidence, or
overconfidence, is not backed by risk assessment data and seems to stem from comparison to
the organizations’ abilities and cybersecurity posture of the past and not in light of the present or
future. Considering the increasing volume and sophistication of malicious attacks, the increase
in regulatory requirements, the rapid adoption of new technologies and the ever-increasing
complexity of a rapidly expanding hybrid IT ecosystem organizations should remain skeptical
about their cybersecurity posture.
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Improving, but it’s not enough
Organizations have made great strides and are feeling optimistic about their ability to protect
and secure their digital assets. However, there are many indicators that these improvements are
not enough.
...malicious
insider attacks
were cited
as the most
common and
successful type
of attack.

More than 56 percent of respondents indicated their organizations had experienced a significant
security incident, cyberattack or data breach in the past 12 months (Figure 4). A majority of
the attacks fell within a few main categories: attacks on web or SQL applications, phishing and
social engineering attacks, crimeware, and denial of service (DDoS) attacks. However, malicious
insider attacks were cited as the most common and successful type of attack. Malicious insider
attacks stem from technical staff and business unit staff with elevated privileges to contractors,
business partners and suppliers. Not surprisingly, organizations report that insider espionage is
the top security threat that they are ill-prepared to prevent and detect.
The root cause of these successful attacks varies greatly, ranging from insufficient policies
or controls and exploited vulnerabilities to negligent employees or third parties (e.g., vendors,
suppliers, partners) and unpatched software and hardware.

Figure 4: Most SMEs experienced a significant security incident, cyberattack or data breach in the past 12 months
Source: 451 Research/eSentire Macro-security Survey 2019
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Particularly interesting is what organizations felt was missing or impacted their ability to
prevent or minimize the incident/ breach. More than 40 percent of respondents indicated that
the lack of adequate detection capabilities, cloud security controls, endpoint security controls
and expertise impacted their ability to minimize the attack. Almost a third pointed to poor risk
management programs that failed to identify risks, outdated or inadequate security tools and an
overwhelming volume of alerts and security events. Many of these failings are in the same areas
that organizations believe they have made the largest improvements.
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The lack of adequate detection capabilities, cloud security controls and endpoint security
controls points to a larger and potentially more important deficiency: a lack of visibility. Complex
and fragmented IT environments have compounded the challenge for security teams creating
visibility gaps and preventing security teams from detecting and stopping evolving cyberthreats.
Without full visibility, organizations are unable to confidently answer questions like “What cloud
services are we using?” and “Is our data compliant, and is it secure?” and “Is data access only
limited to users who should have access?” Simply put: It’s hard for security teams to protect what
they cannot see.
More than 87 percent of respondents believe that they have a sufficient number of information
security professionals on staff. Although these organizations believe they are adequately
staffed, more than 78 percent also believe they are facing an expertise or skills gap in several key
areas. These skills shortages span network security, IoT security, risk analysis, threat detection
and hunting, application security, endpoint security and compliance (Figure 5). However, the
greatest skills gaps for many security teams is around public cloud security expertise. This gap is
increasing the probability that workloads will be improperly deployed and secured, especially as
cloud platforms continue to introduce new capabilities and features at record speed.

Figure 5: Skill shortages
Source: 451 Research/eSentire Macro-security Survey 2019
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...organizations
are shifting
cybersecurity
tactics, moving
from an emphasis
on protection
and prevention
to detection and
response.

Most organizations have recognized that prevention alone is not enough to combat the growing
number of sophisticated attacks targeting the enterprise. As a result, organizations are shifting
cybersecurity tactics, moving from an emphasis on protection and prevention to detection and
response. Organizations are focusing on attacks that cannot be prevented and detecting them
as quickly as possible. But, this shift often results in an overwhelming volume of events and alerts
that must be interpreted and evaluated expeditiously. As the amount of security data grows,
these tasks become overwhelming for even the largest of security teams, thus hindering the
detection capabilities and putting their organizations at risk.
It is interesting to compare the contrasting responses in the area of event management and
incident response. When asked in the context of improvements the organization has made in
their cybersecurity posture respondents felt quite positive:
• 95 percent believe they investigate all alerts and incidents and respond in a timely manner.
• 94 percent believe they possess a high degree of security automation and orchestration.
However, when asked in the context of recent incidents/breaches and challenges they face
moving forward, the same respondents viewed their event management and incident response
capabilities quite differently:
• 81 percent of respondents are overwhelmed by an increasing volume of security events
and alerts.
• 85 percent believe staffing and skills shortages impede timely response.
• 78 percent report that security control and tool silos make it difficult to correlate and
analyze events.
• 80 percent indicate that their organization’s response plans are not fully documented or
are outdated.
• 91 percent report that remediation and response activities require a high degree of
human interaction.
Unfortunately, these challenges are only going to become more difficult as organizations
continue on their digital transformation journey, adopting a growing number of new and emerging
technologies that introduce new risks and expand the attack surface of the organization.
As shown earlier, organizations have deployed a large number of security tools to protect this
growing attack surface. However, having more security tools and controls does not necessarily
mean the organization is better protected. Organizations report that many of the security tools in
use are outdated and often not designed to protect a hybrid or multi-cloud infrastructure.
Others report that security tools are often only partially deployed or improperly configured or
there are multiple versions of security tools in production. For example, according to a recent
451 Research VotE survey, 72 percent of organizations that have implemented endpoint security
tools are leveraging multiple endpoint security products. Although each security tool provides its
own unique strengths and capabilities, overlap in functionality is extremely common.
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At times, there are valid and strategic reasons to have multiple tools in the same category, but
more often than not duplicate tools are the result of mergers or acquisitions. Simillary, projects
or rollouts that were never completed due to competing priorities, lack of resources or a lack of
expertise can result in duplicate tools. Tool sprawl adds unnecessary complexity, overhead and
cost. Adding more point tools to an already fragmented security posture can have adverse effects
such as creating additional security gaps, reducing visibility and introducing additional risk into
the environment.
Security teams, especially those with generalized expertise, are also struggling to quantify the
value and return their security tools provide. Unable to effectively assess the security technologies
(both pre-sale and post-implementation) organizations often find themselves with tools that cost
too much in terms of resources, time, customization and extensive workarounds compared to
the impact those tools have on reducing cyber risk for the organization. Unfortunately, this area is
often overlooked as security teams battle a list of competing priorities that are more visible and
somewhat easier to understand.
Organizations are also dealing with a variety of other pain points when it comes to securing and
protecting the organization. Data security, governance and privacy are the top pains for most
organizations, but organizations are also challenged with maintaining, managing and securing
legacy infrastructure and applications and managing third-party risk.
A recent 451 Research VotE survey examined some of the security challenges organizations are
facing from a different perspective and discovered that user behavior and phishing are the top
two pains most security teams are battling. However, hybrid or multi-cloud security and securing
emerging technologies are quickly becoming the most pressing challenges for many organizations.
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The cloud and the need to secure
the future
Most organizations are not planning to shift all of their workloads to the public cloud anytime
soon. However, they are strategically adopting a hybrid infrastructure model that spans public
and private clouds, hosted environments and on-premises infrastructure. The traditional,
on-premises IT infrastructure footprint is shrinking as organizations use more cloud services.
IT and security teams have no choice but to adapt.
Cloud services provide organizations with the speed, agility and scale needed to propel the
business forward, but they also create an environment that is increasingly difficult to protect.
Unfortunately, security teams are often not included in the implementation of new technologies,
like the cloud, and are left to figure out how to bolt on security after technologies are placed
into production.
According to 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services,
Workloads and Key Projects 2019 survey (Figure 6), 57 percent of organizations are moving
toward a hybrid IT environment that leverages both on-premises systems and off-premises
cloud/hosted resources in an integrated fashion. Another 19 percent of organizations are
strategically moving to a completely off-premises, public cloud environment composed of a
combination of IaaS, PaaS and SaaS.

Figure 6: Overall IT approach and strategy
Source: 451 Research, Voice of the Enterprise: Cloud, Hosting & Managed Services, Workloads and Key Projects 2019
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This move to a hybrid IT environment is happening quickly (Figure 7). Organizations are planning
to reduce the number of workloads operating within on-premises traditional infrastructure from
40 percent of all workloads in use today to just 19 percent of workloads in the next two years.
Most of those workloads will be shifting to SaaS and public cloud IaaS. But, the move to the cloud
is not without risk and challenges.

Figure 7: Primary workload environments today vs. in next two years
Source: 451 Research, Voice of the Enterprise: Cloud, Hosting & Managed Services, Workloads and Key Projects 2019
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Securing hybrid and multi-cloud workloads is one of the top pain points for organizations as they
face an acute skills shortage. Although organizations state security, data privacy and compliance
are top concerns as they move to the cloud, the lack of expertise does not appear to be slowing
down digital transformation initiatives.
In fact, 78 percent of organizations report they already have a broad implementation of
production workloads in the cloud, with another 19 percent in the initial stages of implementing
production workloads in the public cloud. Over 72 percent are storing sensitive or regulated data
in the public cloud. This data includes personally identifiable information for both employees and
customers, financial information and account numbers, payment card information and protected
health data (Figure 8).
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Figure 8: Sensitive/regulated data stored in the public cloud
Source: 451 Research/eSentire Macro-security Survey 2019
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Many organizations point to the shared responsibility model as justification for moving sensitive
data to the cloud. Most cloud providers deliver environments that are more secure than
many organizations can deliver on their own, but many organizations fail to understand their
responsibilities. While cloud providers are responsible for the security “of” the cloud, enterprises
are responsible for security “in” the cloud.
Although cloud providers are increasingly adding security controls and capabilities to their
platforms, organizations recognize that they need to overhaul their processes, policies, skills
and tools to adapt to this new paradigm. It is evident that many organizations are not prepared
to protect the confidentiality, integrity and availability of their data in the cloud. According to
a recent 451 Research survey, most SMEs are unable to determine, on their own, if their cloud
assets have been compromised. More than 57 percent of organizations reported that they
depend on their hosted cloud provider or a third party (e.g., customer or partner) to tell them if
their cloud assets had been breached. Waiting until, or depending on someone else to say, there’s
been a breach, is never a good approach to cybersecurity.
Despite the challenges of securing cloud workloads, organizations are rapidly moving forward
with their digital transformation initiatives. Sixty-one percent of respondents said they are
already executing on a formal digital transformation strategy. Another 33 percent reported they
are currently planning their digital transformation strategies and plan to begin executing them
soon. Enabling digital transformation is the top IT spending priority over the next three to five
years as organizations look to gain efficiencies, improve agility, flexibility, and scalability and
enhance the customer experience.
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Organizations are very confident that their digital transformation strategies will be
successful. Only 2 percent of respondents believed their organization would not achieve their
transformation objectives.
To achieve the expected outcomes of these initiatives, many organizations will be adopting
a variety of new and emerging technologies. Organizations believe new and emerging
technologies like 5G, artificial intelligence, machine learning, IoT and sensor-based networks,
digital assistants, robotic process automation and blockchain will have a significant impact on
their business over the next three to five years.
However, adopting these new technologies will not be easy. Almost a third of respondents
said security will be the most significant obstacle facing their organizations on their digital
transformation journey. In addition, organizations will need to consider how their operations
will adapt to and accommodate these new technologies as many will directly impact business,
employees, partners and customers. The impact that these technologies will have on security,
privacy and risk remains to be seen, but organizations that fail to address these advancements
risk operational disruption, reputational damage, financial losses, regulatory penalties and brand
damage. The most successful organizations will be those that incorporate security on the front
end of adoption rather than those that try to bolt-on security later as an afterthought.
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Conclusions
Most organizations have made great strides in improving their cybersecurity postures, but
unfortunately, these improvements are not enough. Organizations are realizing that they may be
chasing unreachable goals as the speed and scale of the new digital economy outpaces security
efforts to protect and secure an expanding IT ecosystem.
Securing and protecting the organization’s digital assets continues to become more difficult with
each passing day, and there are no signs that it is going to get better anytime soon. Organizations
are rapidly adopting emerging and disruptive technologies, creating an increasingly complex
infrastructure that is digital, edgeless and hybrid. The traditional perimeter is rapidly dissolving,
and the enterprise is moving into a vast digital landscape that spans networks, clouds and
geographies, which makes it difficult for security teams to map and gain visibility into the
connected and converged environment that must be protected.
Faced with severe expertise and skills shortages, few organizations can tackle all of these
challenges and mature their cybersecurity programs quickly enough to keep pace with the
increased risks posed by a growing and complex threat landscape. Organizations are finding that
trying to deliver on all aspects of cybersecurity on their own is a losing proposition. As a result,
an increasing number of organizations are partnering with security providers to fill gaps in their
cybersecurity operations and improve their security resilience.
For most organizations, the right security provider is one that can deliver advanced security
capabilities and expertise focused on detection, prevention and response while understanding
the business risks within the organization. Security providers that deliver managed detection and
response (MDR) capabilities integrate human and machine expertise, automation and security
tools to detect and hunt for threats, correlate security event data, analyze risks and investigate
incidents 24/7. These capabilities empower organizations with accelerated threat discovery,
faster response time, reduced dwell time and increased visibility across an increasingly disparate
IT ecosystem.
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The one constant in our interconnected world is change. Digital transformation is
dominated by nebulous perimeters, distributed workforces, global connections, artificialintelligence-driven decision-making and critical systems moving to the public cloud. It
creates a never-ending flow of new features, approaches and business models which
produces a nutritious petri dish ideal for misconfiguration and mishandling of these
emerging technologies and new processes. Digital transformation also introduces risk
into the ecosystem. Yet, this “leap before looking” approach dominates when business
requirements force adoption as a means of survival.
This report reveals that the majority of organizations are well down the road with digital
transformation strategies and confirms the unanimous adoption of cloud services. More
than three-quarters of businesses leverage a hybrid IT environment with production
workloads traversing integrated on-premises and cloud services. This includes storage and
management of sensitive or regulated data in the public cloud.
It also exposes a unanimous confidence that businesses believe they are well positioned to
protect their sensitive data, yet concede that the majority have experienced a significant
security incident, cyberattack or data breach in the past 12 months. A key ingredient is
the growing gap in security expertise and personnel. While the security staffing shortage
is well-documented, what is less understood is how best to get the most out of finite
resources within organizations. Like the contradiction around sensitive data protection,
a similar paradox exists with security personnel requirements. There is near unanimous
agreement among respondents who believe they have enough security personnel to
support their organization. Yet more than three-quarters of these firms report their teams
lack specific expertise in critical areas of cybersecurity including threat hunting, cloud
security, security operations, automation and orchestration.
Enabling digital transformation will remain a top IT spending priority for the years to
come. Organizations are struggling to gain efficiencies, improve agility to keep pace with
emerging technologies and threats, and scale to enable business objectives and enhance
their customer experience. As the lines that once delineated information technology,
industrial automation, development operations and consumer services blur, the need to
synchronize digital transformation strategies with security programs becomes more acute.
The people, processes and technologies of the cybersecurity stack must align to and
enable business objectives. In an interconnected world of constant change, cybersecurity
can no longer be an afterthought.
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